How We use Student Information

The EU General Data Protection Regulation (GDPR) & the Data Protection Act 2018
Coming into effect on the 25th May 2018, the General Data Protection Regulation (GDPR) became applicable and the existing Data Protection Act (DPA) has been updated by a new Act to incorporate GDPR. The new Data Protection Act ensures that all companies and organisations that hold or handle personal data oblige by GDPR standards.

Data Controller
St Wilfrid’s Catholic School complies with Data Protection Act and is registered as a Data Controller with the Information Commissioner’s Office (Reg. No. Z6574917).

The Data Protection Officer (DPO) for the school is the Network Manager, Mr G Robson.

We ensure that any personal data is processed fairly, lawfully, is accurate, is kept secure and is retained for no longer than is necessary.

The legal basis for processing personal data
We process personal data because it is necessary in order to comply with the school’s legal obligations and to enable it to perform tasks carried out in the public interest. We are required by The Education (Information About Students) [England] Regulations 2013 to maintain a Student’s Educational Record. For more information on this act, please refer the regulation at the link below:
http://www.legislation.gov.uk/uksi/2013/2094/made

How we use information
We collect and hold personal information relating to our students and those involved in their care, we may also receive information from previous schools, the local authority(s) and/or the Department for Education (DfE). We use this personal data to:
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· Support our students’ welfare
· Support our students’ learning
· Monitor and report on their progress
· Provide Appropriate pastoral care
· Process any complaints
· Assess the quality of our services
· Comply with the law regarding data sharing
· The prevention and detection of crime
· Protecting vulnerable individuals

This information will include:

· 
· Unique Student Number:
· Name
· Address
· Contact details
· Carers details
· National curriculum assessment results
· Internal assessment results
· Examination results
· School reports
· Behavioural information
· Attendance information
· Exclusion information
· Where they go after they leave St Wilfrid’s
· Personal characteristics (ethnic group)
· Special educational needs
· Disabilities
· Relevant medical information


In addition, to ensure that students entering joining our Sixth Form qualify for funding, we will also collect:

· Nationality
· Date of Birth
· Individual examination results

Collecting student information
Whilst the majority of student information you provide to us is mandatory, some of it is provided to us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you whether you are required to provide certain student information to us or if you have a choice in this.

Who we share data with
We may pass data to:

· Third-party organisations, as allowed by law
· Ongoing schools/education
· Agencies that provide services on our behalf
· Agencies with whom we have a duty to co-operate

We do not share information about our students with anyone without consent, unless law or St Wilfrid’s policies stipulate otherwise.
For further information about who we share with and why please see APPENDIX A.

In addition, we use some systems to process student data where the data is held either in a website or an external supplier’s system. For further detail about such systems please see APPENDIX B at the foot of this document.

Retention Periods
Personal data will be retained by the school in accordance with the Data Retention guidelines in the Information Management Toolkit for Schools (IRMS). 

After this time the school will maintain a school roll detailing the names of students who have been to the school, with their dates of birth and recording between which dates they attended St Wilfrid’s. This will enable ex-students to allow potential employers to check this information.

Photographs
As part of our recording of events, celebrations and achievements St Wilfrid’s may wish to take photographs of activities that involve students. The photographs may be used for displays, publications and website(s) by the school, Local Authority (LA), local newspapers and other approved partners, such as charities we support and local businesses working in partnership with the school on such things as enterprise challenges.

Photography and/or filming will only take place with the permission of the head teacher and under appropriate supervision. When filming or photography is carried out by the news media, children may be named but home addresses will not be disclosed. Images that might cause embarrassment or distress will not be used, including images associated with material on sensitive issues.

When a student joins the school, parents are asked to indicate whether they are happy for photographs of their son/daughter to be used on school, local authority or press websites; inside school only; or do not want any photographs of their son/daughter to be published at all.

All students have a photograph taken which is stored internally in order to identify them for safeguarding purposes. This photograph will also be used on their student ID card, this is only applicable to sixth form.

CCTV
The school operates CCTV on the school site as it’s considered necessary to protect students’ safety and/or the school’s property.

Biometrics
The school operates biometric recognition systems for purchasing food in the refectory.

All data collected will be processed in accordance with the GDPR Data Protection Principles and the Protection of Freedoms Act 2012. The written consent of at least one parent will be obtained before biometric data is taken and used. If one parent objects in writing, then the school will not take or use a child’s biometric data. For more information about biometric data please refer to the ICO Guidance at the link below:
https://www.gov.uk/government/publications/protection-of-biometric-information-of-children-in-schools


Your Rights
You have the right to:


· Be informed of data processing (which is covered by this Privacy Notice)
· Access information (also known as a Subject Access Request)
· Have inaccuracies corrected
· Have information erased
· Restrict processing
· Data portability (this is unlikely to be relevant to schools)
· Intervention in respect of automated decision making (automated decision making is rarely operated within schools)
· Withdrawal of consent (see below)
· Complain to the Information Commissioner’s Office (See below)


To exercise any of these rights please email Mr G Robson (DataProtectionOfficer@stwilfrids.com) who is the designated DPO (Data Protection Officer) at St Wilfrid’s.

Withdrawal of Consent
The lawful basis upon which the school processes personal data is that it is necessary in order to comply with the school’s legal obligations and to enable it to perform tasks carried out in the public interest.

The school processes personal data solely on the basis that you have consented to the processing, you will have the right to withdraw that consent.

Complaints to ICO
If you are unhappy with the way your request has been handled, you may wish to ask for a review of our decision by contacting the DPO (Data Protection Officer)

If you are not content with the outcome of the internal review, you may apply directly to the Information Commissioner for a decision. Generally, the ICO cannot pass judgement unless you have exhausted our internal review procedure.

The Information Commissioner can be contacted at:

The Information Commissioner's Office
Wycliffe House
Water Lane
WILMSLOW
Cheshire
SK9 5AF



APPENDIX A - WHO WE SHARE DATA WITH AND WHY
[bookmark: _Hlk32238294]Youth Service
Once students reach the age of 13, the law requires us to pass on certain information to the provider of Youth Support Services in our area. This is the local authority support service who have responsibilities in relation to the education or training of 13-19 year olds under section 507B of the Education Act 1996. The County Council has a statutory responsibility to ensure that young people aged 16 to 18 in its area are able to engage in suitable education, training or employment. As part of this process students who have left the school and their parents may be contacted by WSCC Careers advisers or WSCC staff, asking for information on their current educational and employment details.

We may also share certain personal data relating to children aged 16 and over with post-16 education and training providers in order to secure appropriate services for them. A parent/guardian can request that only their child’s name, address and date of birth be passed to the provider of Youth Support Services in your area by informing the Head Teacher. This right is transferred to the child once he/she reaches the age 16. 

For more information about services for young people, please go to the local authority website https://www.westsussex.gov.uk/ 

Sodexo
Sodexo staff are contractually engaged to operate catering within school and are responsible for operating our refectory. Therefore, student names, biometric information and food related allergies, intolerances and medical conditions are passed to Sodexo for the purpose of maintaining lunch accounts.

Career Guidance
As part of our statutory obligation to provide impartial careers advice and guidance we will work with the WSCC Careers Adviser and pass names of students needing additional information, advice or guidance at transitional points on to them. We will also provide information on careers and appropriate further study pathways using a project known as Unifrog, which is an initiative involving the school, Sussex Learning Partnership and NCOP by sharing student information with these organisations. Further details of Unifrog are available in Appendix B

[bookmark: _Hlk31200817]Exam Boards
Students’ exams-related data may be shared with the following organisations:

· Awarding bodies
· Joint Council for Qualifications
· Department for Education
· Local Authority

This data may relate to exam entries, access arrangements, the conduct of exams and non-examination assessments, special consideration requests and exam results/post-results/certificate information.

Department for Education (DfE)
We are required to share information about our students with our local authority (LA), the Department for Education (DfE) and their agents under section 3 of The Education (Information About Individual Students) [England] Regulations 2013. To find out more about the data collection requirements placed on us by the Department for Education go to: https://www.gov.uk/education/data-collection-and-censuses-for-schools. 

Some of this information is then stored in the National Student Database (NPD). The law that allows this is the Education (Information About Individual Students) (England) Regulations 2013.
To find out more about the NPD, go to https://www.gov.uk/government/publications/national-student-database-user-guide-and-supporting-information 

The DfE may also share student level personal data that we supply, with third parties. This will only take place where legislation allows it to do so and is in compliance with GDPR. 

Decisions on whether DfE releases this personal data to third parties are subject to a robust approval process and are based on a detailed assessment of who is requesting the data, the purpose for which is required, the level and sensitivity of data requested and the arrangements in place to store and handle the data. To be granted access to student level data, requestors must comply with strict terms and conditions covering the confidentiality and handling of data, security arrangements and retention and use of the data. 
For more information on how this sharing process works, please visit: https://www.gov.uk/guidance/national-student-database-apply-for-a-data-extract




For information on which third party organisations (and for which project) student level data has been provided to, please visit: 
https://www.gov.uk/government/publications/national-student-database-requests-received

If you need more information about how the local authority and/or DfE collect and use your information, please visit: 
· Our local authority at https://www.westsussex.gov.uk/ or
· The DfE Government website at https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

Clinical Commissioning Groups (CCGs)
We are required, by law, to pass certain information about our students to CCGs.

CCGs use information about students for research and statistical purposes, to develop, monitor and evaluate the performance of local health services. These statistics will not identify individual students. It is necessary for certain health information about children (such as their height and weight) to be retained for a certain period of time (designated by the Department of Health). CCGs may also provide individual schools and Local Authorities (LAs) with aggregated health information which will not identify individual children.

Local Authority – Education and Training
We are required, by law, to pass certain information about our students to local authorities.

The LA holds information about young people living in its area, including about their education and training history. This is to support the provision of their education up to the age of 20 (and beyond this age for those with a special education need or disability). Education institutions and other public bodies (including the Department for Education (DfE), police, probation and health services) may pass information to the LA to help them to do this. 

The LA shares some of the information it collects with the Department for Education (DfE) to enable them to; produce statistics, assess performance, determine the destinations of young people after they have left school or college and to evaluate Government funded programmes.

The LA may also share information with post-16 education and training providers to secure appropriate support for them. They may also share data with education establishments which shows what their students go on to do after the age of 16. 
For children under 16, a parent or guardian can ask that no information other than their child’s name, address and date of birth (or their own name and address) be passed to a local authority. This right transfers to the child on their 16th birthday. Students and/or a parent/guardian will need to inform the school/LA if this is what they wish.
 
If you want to see a copy of information about you that the LA holds, please contact the WSCC Data Protection Officer: FOI@westsussex.gov.uk

Local Authority – social services
In order to comply with our statutory safeguarding duties we are required, by law, to pass certain information about our students to local authorities. Information will only be shared where it is fair and lawful to do so.

If you want to see a copy of information about you that the LA holds, please contact the WSCC Data Protection Officer: FOI@westsussex.gov.uk

Police, Fire and Rescue Service, Ambulance Service and other emergency/enforcement services
In order to comply with our duty of care to students, our statutory safeguarding duties and our obligations in respect of the prevention and detection of crime, we may also share personal data with other statutory and partnership agencies.

Villiers Park
Villiers Park Educational Trust is a national social mobility charity, which delivers programmes for high ability students aged 14-19 from less advantaged backgrounds.

A formal agreement exists between the school and Villiers Park. We pass Villiers pastoral and academic information to help identify suitable candidates to take part in their programmes. This data is deleted by Villiers within 30 days of a student leaving the programme and when it is no longer required for reporting purposes. Parents are informed when their child becomes part of the Villiers Scheme and then when they leave the scheme.

For further information please see https://www.villierspark.org.uk/

APPENDIX B – SYSTEMS USED BY THE SCHOOL WHERE STUDENT DATA IS HELD
It is anticipated that in these circumstances, student data will still be processed by St Wilfrid’s staff, but there may be occasions where a member of the supplier’s staff will need to look at our data in order to resolve technical problems.
	System/Platform
	Purpose
	Website for Further Information

	Cunninghams
	Uses biometric data to administer lunch accounts.
	http://crbcunninghams.co.uk/

	Hegarty Maths
	Hegarty Maths is used by the maths department to provide
a range of resources available to students, who are given a log in to access the system. Student information is shared to enable students to access the resources available.
	https://hegartymaths.com

	ShowMyHomework
	Every student and parent is provided a ShowMyHomework account. It is where we record homework for the students and allow parents to see what work their children have been set and whether it has been completed.
	https://www.teamsatchel.com/index.html

	SIMS .net
	Student behaviour, report, and attendance data is loaded on to SIMS .net. This was the main system for cataloguing students at St Wilfrid’s
	https://www.capita-sims.co.uk/

	Bromcom
	Student behaviour, report, and attendance data is loaded on to SIMS .net. This is the main system for cataloguing students at St Wilfrid’s
	[bookmark: _GoBack]https://www.bromcom.com

	Unifrog
	Unifrog is used to support students in choosing universities
and apprenticeships and to help staff support and track the
progress of their applications
	https://www.unifrog.org/

	Surfprotect
	Internet filtering services which cater different permissions per student. Student’s computer username is supplied.
	https://partners.exa.net.uk/pdf/education/information/exa-gdpr.pdf

	Microsoft Office 365
	Every student is provided with an email account which is hosted on Microsoft’s Office365 platform. They will hold full name, computer username, school email address and any document the student uploads to OneDrive.
	https://support.office.com/en-gb/article/gdpr-information-e9fe9fac-20cf-4298-a138-d6a1b8dc6108

	DeskPRO
	This is the Service Desk platform the I.T support team uses. Student data may be held on this platform if they experience any computer issues which require I.T support.
	Deskpro and GDPR Compliance - News - Deskpro Support

	Cirqa
	This is the LMS (Library Management System) software utilised by the school. Student names are held on this system to allow them to borrow and return books.
	https://isoxford.com/gdpr

	Google
	The I.T teaching department currently use Google Suite for Google Drive, Issuing homework and other functions.
	https://cloud.google.com/security/gdpr/

	PaperCut
	PaperCut is St Wilfrid’s choice of printing software, this holds student names. It is used to manage student credits.
	https://www.papercut.com/kb/Main/GDPR

	Pearson
	Pearson provide the platform for exam taking. Student names may be provided to them so they can issue the appropriate exam for the student.
	https://qualifications.pearson.com/en/about-us/qualification-brands/gdpr.html

	eSafe
	eSafe provides safeguard monitoring services by flagging up unsafe words that are typed onto the computer system at the school. Student’s usernames will be provided if an issue is flagged up.
	https://www.esafeglobal.com/media/1284/esafe-gdpr-a4-2pp-leaflet-digital-updated-april-2019.pdf

	ESET
	Anti-virus solution, if a virus or security alert flags up on a user’s account, their username will be provided to ESET for the I.T support team to investigate.
	https://www.eset.com/uk/privacy-policy/

	Parago
	St Wilfrid’s Facilities team use this to log their jobs, student names may be mentioned when a job is logged
	https://www.paragosoftware.com/gdpr/

	GL Assessment
	We share all student’s data with GL Assessment as these host the Cognitive Abilities Test (CAT4)
	https://www.gl-assessment.co.uk/media/286590/data-policy-apr-2018.pdf

	JCQ
	Examination board
	https://www.jcq.org.uk/faqs/gdpr

	Edexel
	Examination board
	https://qualifications.pearson.com/en/about-us/qualification-brands/edexcel.html

	AQA
	Examination board
	https://www.aqa.org.uk/about-us/privacy-notice

	OCR
	Examination board
	https://www.ocr.org.uk/about/our-policies/website-policies/privacy-policy/

	WJEC (Edukas)
	Examination board
	https://www.wjec.co.uk/about-us/data-protection/WJEC%20Privacy%20Notice.pdf

	Cambridge Assessment Admissions Testing
	Admissions testing for Cambridge University
	https://www.admissionstesting.org/footer/data-protection/

	PS Connect
	This Parental Engagement Software is used to contact parents in regards to the student associated with them
	https://psfinancials.com/solutions/ps-connect/

	Easybadge
	This holds staff/sixth form pictures to print I.D cards
	https://www.easybadge.com/Info/Privacy_Policy

	Redstor
	The cloud-based backup solution utilised by the school
	https://www.redstor.com/business-challenges/gdpr/

	GO4Schools
	A portal that holds the progress a student has made through their educational journey. Information held contains basic personal, grades and achievements.
	http://www.go4schools.com/privacypolicy.aspx

	Compass+
	This system is linked into our MIS (Management Information System) with the aim of providing a targeted careers programme planning and delivery.
	Compass+ data scopes and usage | The Careers & Enterprise Company (careersandenterprise.co.uk)

	Instagram
	Used to share outstanding and inspiring work that has been produced by students as well as maintaining community spirit beyond the classroom. 
	Data Policy | Instagram Help Centre

	Wonde
	Wonde is a utility that allows approved third parties access to the school’s MIS data. All approved third parties are listed within this notice and are vetted before approval
	Wonde | Privacy policy

	FFT Education
	FFT is a not-for-profit organisation aiming to making a difference in education, raising aspirations for all students and driving school improvement.

	Data protection and information security - FFT

	Schoolvouchers
	A system utilised by the school to send vouchers directly to parents
	privacy.pdf (schoolvouchers.com)

	TASC Software Solutions
	System used to aid in Safeguarding students
	TASC Software Privacy Policy - TASC Software - Student Data Management Software

	Times Tables Rock Stars
	Platform that is linked into the school’s MIS to aid in the learning of times tables
	Times Tables Rock Stars - Page Site (ttrockstars.com)

	Bedrock Learning
	A system that is used to aid in the learning of vocabulary
	Privacy Policy | Bedrock Learning



image1.jpeg




